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2023
M.Sc.
4th Semester Examination
COMPUTER SCIENCE
PAPER : COS-402
{ Cryptography and Steganography }
Full Marks : 30
Time @ 2 hours
The figures in the right hand margin indicate marks.

Candidates are required Lo glue thetr answers
in thelr owen words as [tr us practicable.

Miustrate the answers ioherever necessury.

Answer from all the Groups as directed.

GROUP—A

Answer any four questions {rom the following :
2x4=8

1. What is product cipher? List their two classes,

/358 { Tum Ouer )



{2)

2. What 1s steganaivsis?

3. Compare the round Keyvs in DES and AES.
4, Define a crvptographic hash function.

5. What is key less cipher?

6. Diflereniiate berween Digital Watermarkin
aind Steganographv.

&)
o

GROUP-—B
Answer any four gquesiions (rom the following -

4x4-16

7. Distinguish belwan the following

fer) Monocalphaberis and Polvailphabietic cipher

(b) Sircam cipher ond block cipher 252

8. Whar arc the major challenges for
steganographic rescarch? 4
9. Encrypl the muessage “the housce is being sold
tonight” using Additive cipher with kev = 20;
ignore the space Detween words., 4

10. How to gev crypuographic decryption key from
encryprion keyv? 4
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11. Define P-box and s variation. 3

12, Describe active. passive and malicious type of
attackers, 4

GROUP—C

Answer any tweo questions from the following :

8xD=16
13. (@) Consider imayge block
102 132 £
100 145 s
25 74 S5
And secret data - 1101 1000111001100......

Welghted Mty

j 2 3
4 0
6 7 5

Perform weighted muirix based data hiding
(fembedding zid exiraction! scheme and

show the stego blocie wirnd write 1he step by
step procedurce.

fb) What is pioy Jeir ciphor? Find the play fair
cipher of the word "VIDYASAGAR™, #
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14. Distingush between diffusion and confusion.

e

135, i)

{1}

scribe DES

HelBdy, 2

Consider the original pixel pawr (129, 89}
and Message Biis M - 101111G1101011... ...
Perform Difference Expansion (DE) Method
fembedding an:d show stego pisel pair and

write the aleorithm. Also. perform
extraction process of secret massage. Is this
method roeversibic? Suggest any scheme to
overcome the disadvantage of this scheme
or embod more data bits within the pixet

pair.
Consider the arigmal pixel pair (79, 32,
Ranpe Table 107 8 23, 24-39,....... 2EF-

Message Sits M 10111101101611......
Perform Pixel value Difference Method
[PV embecds
pair. Also. perform exiraction process of

ol and show stego pixel

secrel massage and write the algorithm.
Is this method reversible? Suggest any
scheme 1o overcome the disadvantage of
this scheme, 2

16. Briefly explain the iden behind the AES
cryptosystem. &

[ Internal Asse¢ssment : 10 marks ]
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